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Penetration Testing
[1] Define Penetration Testing and describe its objectives.
[bookmark: _GoBack]Penetration testing also known as pen test is an ethical authorized test on a computer system, web application or computer network which involves performing a simulated cyber-attack on the computer system or the computer network in order to identify the existence of any vulnerabilities that can be used by an attacker on the system or the network (Imperva, 2019). A pen test is conducted either manually or automatically using automated applications to see whether the computer system or the computer network or the web application are vulnerable to attack through cyber-terrorism or cyber-attacks (Dimkov, 2010). One way of knowing whether you have superb computer network or computer system security is trying to cut through the security system to see whether the attack can go through. Cautious organizations have to think and reason like hackers to be able to conduct effective pen tests on their computer systems, networks or web applications (Imperva, 2019). Therefore, the main objective of conducting a penetration test is to identify whether there are any existing vulnerabilities in the system or network or web applications that can be used by hackers to breach the security of the computer. It is important to do this to ensure that information kept in computers or web applications is safe and free from unauthorized access.
[2] What are the steps included in the penetration testing process.
Penetration testing happens in a chronological order which starts with the identification of the problem and proceeds to the retesting. The first step in a pen test is reconnaissance. This involves collecting intelligence as well as agreeing on parameters that will be used to conduct the pen test on the computer applications (Passi, 2018). It involves defining the scope as well as the goals of the pen test and also agreeing on the methods that will be used to conduct the test.
The second step is scanning. This is where the system to be tested is scanned for vulnerabilities that can be used by hackers to steal the most sensitive information or data of the organization (Passi, 2018). It is normally aimed at examining how the system will respond to attempts of intrusion and how the system handles such intrusion or attack and whether such intrusions are possible.

The third step is gaining access. The gaining access step involves taking control of a device using technical tools with the aim of extracting data from a computer application or computer system or web application (Passi, 2018). A device is held hostage by an attack with the aim of extracting sensitive information even without access to the computer hardware (Dimkov, 2010). This is the initial stages of inflicting damage in a computer system it is meant to say whether in case of breach of security of a computer system whether the system can hold on or whether it's difficult to get access to information stored in a computer system or network.

The fourth step is the maintenance of access where the examination of whether the identified vulnerability can be used to maintain the persistent existence of intrusion. This step is meant to determine whether the hacker or intruder can achieve persistence in the exploited target for an extended period for a more damaging exercise of stealing or getting access to sensitive information of the organization through the intrusion (Passi, 2018).
The next stage involves analysis of the results to see how the vulnerabilities identified composite rate to the data of the organization stored in computer applications as well as web applications. The results of the contest are analyzed by security technicians to identify the scale and Scope of the vulnerability that has been identified in a computer system or computer applications or computer network. If the system is found to have had vulnerabilities that can allow access too sensitive data through hacking, the vulnerability is corrected and re-test is undertaken to ensure the system is clean and clear of any possible intuitions.

Penetration testing is classified by the knowledge that the attacker and system personnel have prior to the attack.
[3] What are these classifications of penetration testing? Describe these classifications of Penetration Testing. (Hint. There are five classifications of Penetration testing.)

Penetration testing is classified on the basis of the knowledge that the client and the tester has prior to the attack. As such a pen test is classified into five main types as follows:

i.) Network Service Penetration Test
This test aims at identifying vulnerabilities in an organization's network infrastructure to see whether there exist access points that hackers or intruders can use to damage or steal sensitive information of the organization (Engebretson, 2013). Due to the fact that a network can have both local and external access points, it is crucial to conduct a network service test both on the client side locally and from remote environment where hackers can operate from and see  whether the network system has vulnerabilities that can be exploited by hackers to steal sensitive information of the organization. This test involves checking the firewall configuration also conducting firewall bypass test as well as checking the DSM security levels, the SSH service as well as the mail servers to identify and vulnerabilities that can be exploited by hackers to gain access into the system (Agarwal, 2019).
ii.) Web Application Test
This test is a target test which concentrates on web applications such as web browsers and settings. Web application components such as ActiveX as well as Plug-ins are also examined to identify whether those applications cost vulnerabilities that can be exploited by hackers to gain access to sensitive information of the organization (Engebretson, 2013). Browsers installed on computers search a safari browsers Mozilla Firefox, Google Chrome and even opera browsers you are tested to determine the security levels when accessing websites all materials on the internet
iii.) Client-Side Penetration Test
This test is being pointed at the local side of the client and it concentrates on programs and applications installed on computers being used by the client such as web browsers computer programs and computer applications that can be used by a hacker to gain access to sensitive information of the organization (Agarwal, 2019). This ranges from browsers such as Google Chrome safari opera and even Firefox. Information processing software such as Microsoft Office programs. It was is tested to see whether such programs’ configurations can create a vulnerability that can be exploited by hackers at a local level using the organization computers to gain access to sensitive information of the organization and unethically and illegally.
iv.) Wireless Network Test
This test is performed with a keen interest on the wireless devices that are deployed on the client network. These devices include wireless laptops or smartphones, tab, as well as wireless cameras that are connected to the organization network. According to Dimkov (2010), hackers can use wireless access to gain access to sensitive information and ethically and also illegally. Therefore, this type of penetration test is aimed at ensuring that all vulnerabilities and loopholes is that exist in an organization because of the use of wireless devices are identified and rectified. The protocols of configuring wireless access are critically examined to see whether search protocols are strict enough to buy illegal access or they are intractable by use of wireless access the client's side.

v.) Social Engineering Test
Social engineering test paves way for the human interaction factor in the organization with regard to breach of information security. It involves testing security breaches that can be triggered by the employees of the organization elder through phishing email campaigns or convincing engineers through phone calls to give details on sensitive information to see whether employees of the organization can result in breaching of the security of data stored in computer systems of the organization. Sometimes an engineer can be compelled to reveal particular information regarding specifics of the information that is only known to the organization and thiesis aimed at determining whether or not employees of an organization are compromised in their duty to protect sensitive information of the organization (Dimkov, 2010).
[4] Describe the following types of Penetration Testing. Give examples.
   [a] Physical Penetration Testing
Physical testing involves having direct contact with a subject or an employee of an organization in order to gain access to sensitive information of the organization either through human manipulation tactics such as dumpster imitation intimidation or contacting the subject or employee of the organization via phone and convincing them to give sensitive information of the organization (Dimkov, 2010). This test is aimed at identifying the accountability and responsibility level of the employees of the organization with the aim of making any changes in case an employee proves to be vulnerable to such types of attacks (Agarwal, 2019).
   [b] Operations Penetration Testing
This is non-functional testing of the processes the procedures and the way of doing things in an organization to determine whether they meet the requirements of the organization and also whether those procedures and operations are actually happening in a manner that is sensitive to information loss in an organization (Dimkov, 2010). This test there for concentrates on the daily operations of the organization and how these operations create vulnerabilities in the organization in their effort to protect data of the organization and its clients.
   [c] Electronic Penetration testing.
Electronic testing is aimed at tricking engineers or employees of an organization by using things such as phishing emails through electronic means to gain access to sensitive information of the organization. Electronic means can range from social media messages to emails and these messages can contain information that is geared towards tricking a computer user in an organization to give access to sensitive information of the organization without knowing. 
[5] Before starting a penetration test (also called a pen test), it is important to define the Rules of Engagement (ROE), or the scope of work, of the test. The ROE defines the parameters and limits of the test; however, it usually does not include a complete list of all vulnerabilities. 
(a) List those important actions to take before penetration test that should be included in rules of engagement.
i.) Listing agreeing on the methods to be used in the penetration test.
ii.) Agreeing with the tester on the extent to which the penetration test can be done.
iii.) Signing a legal binding agreement on the privacy of information and data that the tester may get access to through the process of conducting the test.
iv.) Agreeing on non-sharing of sensitive information accessed during the test with third parties. This should be done in a written agreement and bound through a legal agent such as a lawyer.
v.) Removing sensitive information from the organizational computers to ensure that if the penetration happens during the test, then organizational data is safe.
vi.) Backing up the analysis report for future reference of the organizational security team.
vii.) An agreement should be made to use only the methods agreed upon to do the penetration test.
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